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(54) METHOD AND SYSTEM FOR CONTROLLING CIRCULATION DATA REFERENCE ORDER 

(57)Abstract: 

PROBLEM TO BE SOLVED: To reference circulation data in the order 
in response to the reference order of data users without making 
processing by a circulation data server complicated. 
SOLUTION: A circulation data server side device 101 generates 
cryptographic keys whose number is the same number as a reference 
right order number set to a circulation data set consisting of plurality of 
partial data, transfers the data to the device of a circulation data user, 
which adds an encrypted partial data set resulting from encrypting all 
partial data that are referenced by users with next and succeeding 
ranking reference right by cryptographic key corresponding to the 
reference right order to specific partial data corresponding to one 
reference right order, and conducts the processing encrypting a data 
set consisting of the specific partial data and the encrypted partial data 
set by using the cryptographic key corresponding to the reference right 
order for the same number of times as the reference right order 
number, a user side device 102 acquires the encrypted circulation data 
set in response to a request from the user, demodulates the 
corresponding partial data by using the cryptographic key 
corresponding to the reference right order of the user and provides an 
output of the decoded data in a form that can be referenced by the data users. 
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CLAIMS 



[Claim(s)] 

[Claim 1]A control method of the order circulating data reference characterized by comprising the following. 
Inside of a circulating data set which comprises two or more piece data provided by the circulating data donor side device, 
It is the control method of the order circulating data reference which enables reference of specific piece data of reference 
authority ranking which a user of the circulating data user side device demands on condition that all the users who have 
the reference authority ranking of a higher rank rather than the user concerned are ending with reference, A step which 
generates or sets up an encryption key of the number of reference authority ranking and the same number which were set 
up to a circulating data set which comprises two or more piece data in the circulating data donor side device, and is 
transmitted to the circulating data user side device. 

An encryption partial data set which enciphered all the piece data referred to by a user of reference authority after the 
following ranking with an encryption key corresponding to the reference authority ranking is added to specific piece data 
corresponding to one reference authority ranking, Processing which enciphers a data set which comprises these specific 
piece data and an encryption partial data set with an encryption key corresponding to the reference authority ranking 
concerned, In a step which the number of reference authority ranking and a number-of-times line of said encipher the 
whole data set, and stores this enciphered circulating data set in memory storage, and the circulating data user side 
device, A circulating data set stored in said memory storage is acquired according to a demand from a circulating data 
user, A step which re-stores the encryption piece data concerned in said memory storage when decode piece data 
corresponding with an encryption key corresponding to reference authority ranking of the user concerned, and it outputs in 
form which a data user can refer to and encryption piece data exists in decoded piece data. 

[Claim 2]lnside of a circulating data set which comprises two or more piece data provided by the circulating data donor 
side device characterized by comprising the following, The order control system of circulating data reference which 
enables reference of specific piece data of reference authority ranking which a user of the circulating data user side device 
demands on condition that all the users who have the reference authority ranking of a higher rank rather than the user 
concerned are ending with reference. 

An encryption key creating means which, as for said circulating data donor side device, generates or sets up an 
encryption key of the number of reference authority ranking and the same number which were set up to a circulating data 
set which comprises two or more piece data, and is transmitted to the circulating data user side device. 
An encryption partial data set which enciphered all the piece data referred to by a user of reference authority after the 
following ranking with an encryption key corresponding to the reference authority ranking is added to specific piece data 
corresponding to one reference authority ranking, Processing which enciphers a data set which comprises these specific 
piece data and an encryption partial data set with an encryption key corresponding to the reference authority ranking 
concerned, The number of reference authority ranking and a number-of-times line of said encipher the whole data set, 
possess an encryption processing means to store this enciphered circulating data set in memory storage, and it said 
circulating data user side device, A circulating data set stored in said memory storage is acquired according to a demand 
from a circulating data user, A decoding processing means to re-store the encryption piece data concerned in said 
memory storage when decode piece data corresponding with an encryption key corresponding to reference authority 
ranking of the user concerned, and it outputs in form which a data user can refer to and encryption piece data exists in 
decoded piece data. 

[Claim 3]A control method of the order circulating data reference characterized by comprising the following. 

Inside of a circulating data set which comprises two or more piece data provided by the circulating data donor side device, 
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It is the control method of the order circulating data reference which enables reference of specific piece data of reference 
authority ranking which a user of the circulating data user side device demands on condition that all the users who have 
the reference authority ranking of a higher rank rather than the user concerned are ending with reference, A step which 
generates or sets up an encryption key of the number of reference authority ranking and the same number which were set 
up to a circulating data set which comprises two or more piece data in the circulating data donor side device, and is 
transmitted to the circulating data user side device. 

Specific piece data corresponding to the lowest reference authority ranking is enciphered with an encryption key 
corresponding to the reference authority ranking concerned, Piece data which a user of reference authority ranking of one 
higher rank can refer to is added to this encryption piece data, Processing which enciphers these encryption piece data 
and piece data of reference authority ranking of one higher rank with an encryption key corresponding to reference 
authority ranking of one higher rank, In a step which stores an enciphered circulating data set in memory storage 
repeatedly until encryption of piece data in the top reference authority ranking is completed, and said circulating data user 
side device, A circulating data set stored in said memory storage is acquired according to a demand from a circulating 
data user, A step which re-stores the encryption piece data concerned in said memory storage when decode piece data 
corresponding with an encryption key corresponding to reference authority ranking of the user concerned, and it outputs in 
form which a data user can refer to and encryption piece data exists in decoded piece data. 

[Claim 4]lnside of a circulating data set which comprises two or more piece data provided by the circulating data donor 
side device characterized by comprising the following, The order control system of circulating data reference which 
enables reference of specific piece data of reference authority ranking which a user of the circulating data user side device 
demands on condition that all the users who have the reference authority ranking of a higher rank rather than the user 
concerned are ending with reference. 

An encryption key creating means which, as for said circulating data donor side device, generates or sets up an 
encryption key of the number of reference authority ranking and the same number which were set up to a circulating data 
set which comprises two or more piece data, and is transmitted to the circulating data user side device. 
Specific piece data corresponding to the lowest reference authority ranking is enciphered with an encryption key 
corresponding to the reference authority ranking concerned, Piece data which a user of reference authority ranking of one 
higher rank can refer to is added to this encryption piece data, Processing which enciphers these encryption piece data 
and piece data of reference authority ranking of one higher rank with an encryption key corresponding to reference 
authority ranking of one higher rank, It repeats until encryption of piece data in the top reference authority ranking is 
completed, Provide an encryption processing means to store an enciphered circulating data set in memory storage, and 
said circulating data user side device, A circulating data set stored in said memory storage is acquired according to a 
demand from a circulating data user, A decoding processing processing means to re-store the encryption piece data 
concerned in said memory storage when decode piece data corresponding with an encryption key corresponding to 
reference authority ranking of the user concerned, and it outputs in form which a data user can refer to and encryption 
piece data exists in decoded piece data. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the lnvention]This invention relates to the control method of the order reference of circulating data and system in 
the system which refers to the circulating data set provided by the circulating data donor by the circulating data user side, 
It is related with the control method of the order circulating data reference and system which enable the reference of the 
specific piece data of the reference authority ranking which the user of circulating data demands especially on condition 
that all the users who have the reference authority ranking of a higher rank rather than the user concerned are ending with 
reference. 
[0002] 

[Description of the Prior Art]ln the system which provides a data user with a certain data, and makes it refer to it one by 
one from a donor, There is a case where he would like to limit what can be referred to among two or more piece data 
according to the stage of performing processing which divides the data into two or more piece data and in which a data 
user refers to data by the demand by the side of a data donor. For example, it may be contractually said till a certain point 
in time that a data user is allowed to refer to only a specific portion among all the data, and reference of all the data will be 
allowed if it passes over the time. After the ranges of data to refer to for every data user differed or referring to it to a 
certain range, in order to use the data to be used as more detailed data, carry out additional fee collection to come to refer 
to the data of the still more detailed range when a certain pay data is distributed freely, but. It may be referred to as liking 
to protect to use more detailed data by the fee collection only for this addition. Or the 1st data user who received offer of 
data first may be allowed to refer to only a specific portion among all the data, the data of all the may be relayed to the 2nd 
next data user, and it may be told to the 2nd data user that reference of all the data is allowed. 
[0003]ln order to realize such a thing, there is the following art conventionally. 

(1) Don't provide a data user with all the data in one procedure, but provide the piece data whose reference is enabled 
one by one according to a data user's demand. 

(2) Divide data into two or more piece data, encipher each with a different encryption key, and provide for a data user. 
Henceforth, according to a data user's demand, the decode key of the piece data whose reference is enabled is provided 
one by one. 

[0004] 

[Problem(s) to be Solved by the lnvention]However, there are the following problems by these methods. 
(1) In the stage with which a data user is provided from a data donor, a certain piece data. When it is considered as the 
conditions which enable the reference of that piece data and it is required that a data user should be ending with 
reference about another piece data, after managing whether the data user fulfills this condition by the data donor side, it is 
necessary to judge whether the target piece data is provided. For that purpose, it is necessary to be related with ail the 
data users and all the piece data, to obtain or hold the information whether the reference process of each piece data was 
performed, and to manage it by whether the data user was provided with each piece data in the past, and a data user. As 
a result, the processing by the side of a data donor becomes very complicated. 

[0005](2) When reference of the piece data which changes with two or more data users especially is permitted, Under the 
demand of becoming possible to refer to the piece data in which another data user (the 2nd data user) corresponds after 
referring to the piece data in which a certain data user (the 1st data user) corresponds, by the data donor side. After 
checking having referred to the piece data in which the 1st data user corresponds, offer of the decode key with which 
piece data provides or corresponds to the 2nd data user must be performed, and the processing by the side of a data 
donor becomes very complicated. 

[0006]The purpose of this invention, without making complicated processing by the side of a data donor, It is providing the 
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control method of the order circulating data reference and system which enable the reference of the specific piece data of 
the reference authority ranking which the user of circulating data demands on condition that all the users who have the 
reference authority ranking of a higher rank rather than the user concerned are ending with reference. 
[0007] 

[Means for Solving the ProblemJTo achieve the above objects, fundamentally, this invention is characterized by 
comprising the following, in order to enable reference of specific piece data of reference authority ranking which a user of 
circulating data demands, on condition that all the users who have the reference authority ranking of a higher rank rather 
than the user concerned are ending with reference. 

A step which generates or sets up an encryption key of the number of reference authority ranking and the same number 
which were set up to a circulating data set which comprises two or more piece data in the circulating data donor side 
device, and is transmitted to the circulating data user side device. 

An encryption partial data set which enciphered all the piece data referred to by a user of reference authority after the 
following ranking with an encryption key corresponding to the reference authority ranking is added to specific piece data 
corresponding to one reference authority ranking, A step which the number of reference authority ranking and a number- 
of-times line of said encipher processing which enciphers a data set which comprises these specific piece data and an 
encryption partial data set with an encryption key corresponding to the reference authority ranking concerned for the 
whole data set, and stores this enciphered circulating data set in memory storage. 

In the circulating data user side device, a circulating data set stored in said memory storage is acquired according to a 
demand from a circulating data user, A step which re-stores the encryption piece data concerned in said memory storage 
when decode piece data corresponding with an encryption key corresponding to reference authority ranking of the user 
concerned, and it outputs in form which a data user can refer to and encryption piece data exists in decoded piece data. 

[0008]ln a circulating system which according to the above-mentioned means relays data among two or more data users, 
and permits reference of piece data in order, Decryption and a reference process of reference part data applicable by the 
2nd user of the following ranking only after decryption and a reference process of reference part data applicable by the 1st 
data user who has the top reference authority ranking are performed become possible. Namely, when you would like to 
refer to your circulating data, [ who has a data user among circulating data provided from the circulating data donor side ] 
It becomes conditions to refer to circulating data which all the users who have the reference authority ranking of a higher 
rank rather than their reference authority ranking should refer to, Only when this condition is fulfilled, circulating data in 
which he has reference authority can be referred to, and it can guarantee referring to circulating data in order of reference 
authority. 

[0009]Therefore, offer of an encryption key for corresponding decoding to the 2nd data user from a circulating data donor, 
It becomes possible not to be because decryption and a reference process of reference part data of the 1st data user who 
has the top reference authority ranking to be executed, but to carry out, Since it becomes unnecessary to check execution 
of decryption and a reference process the 1st data user's reference part data by the data donor side, turn of a reference 
process of the 1st data user and the 2nd data user can be checked easily. 
[0010] 

[Embodiment of the lnvention]Hereafter, an embodiment of the invention is described according to a drawing. 
(Embodiment 1) By a data donor, broadly, distribute data to many and unspecified data users, and by a data user's hope. 
The embodiment of the data multi stage story reference system which carries out additional fee collection of the range of 
the data whose reference is attained among the distributed data in the form which is changed into a large thing and added 
from a narrow thing to the contents of fee collection over the narrow referred data range in that case is described. If this 
system has the volition of getting a user to try only some of functions and picture data of game software first, and liking to 
enjoy the whole game succeedingly as a distribution system of game software for example, to a user, It is applied, when 
saying that use of the whole game is allowed because I have a surcharge to it paid. 

[0011] Drawin g 1 is a system configuration figure showing one embodiment of such a system. In drawing 1 , the network 
which 101 connects the computer system by the side of a data donor, 102 connects the computer system by the side of a 
data user, and 103 connects the computer systems 101 and 102, and transmits data, and 104 are data input parts which 
input the data provided from the data donor side. This data input part 104 comprises a keyboard, a mouse, a microphone, 
a video photographing machine, etc. The enciphering processing part which performs a data encryption using the 
encryption key with which 105 was generated by the encryption key generation part and 106 was generated by the 
encryption key generation part 105, The data delivery part which performs processing whose 107 transmits the data 
enciphered by the enciphering processing part 106 to the computer system 102 by the side of a user via the network 103, 
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and 108 are auxiliary storage units which remember the key group generated by the key generation part 105. The data 
receiving section which receives the data in which 109 has been transmitted via the network 103, The decoding 
processing part which performs processing whose 110 decrypts code data with an encryption key, and 111 are data 
output parts which output the data decrypted by the decoding processing part 110, and this data output part 11 comprises 
a display, a loudspeaker, a printer, etc. 

[0012]The key request transmission part which transmits the key request required as 1 12 transmitting the encryption key 
used for decoding of code data to a data donor via the network 103 (encryption key acquisition means), The auxiliary 
storage unit with which 113 memorizes the data distributed by the data donor, and 1 14 are terminal units which input a 
command for a data user to transmit a key request. 

FQ013] Drawing 2 is a lineblock diagram of the table 200 which records the range over all the data of each piece data when 
the whole data which a data donor provides is divided into two or more piece data, and comprises the three storage areas 
201 ,202,203 for every piece data. Among these, the area which stores the ID number to which the storage area 201 was 
assigned to each divided piece data, The area where 202 stores the offset value from the initial data of all the data to the 
initial data of applicable piece data, and 203 are area which stores the size (data size) of each piece data. 
[0014]The table 300 which records the classification at the time of gathering two or more piece data made possible 
[ reference by different fee collection in relation to the charging method in this embodiment ] for drawing 3 as a piece data 
group is shown, The area 301 which stores the consecutive numbers of a piece data group, and the area 302 which stores 
the ID number of the piece data contained in an applicable piece data group are comprised. The example of drawing 3 
shows the relation between consecutive numbers when the piece data group 1 comprises the piece data 1, 3, 6, and 7, 
and a piece data ID number. 

f00151 Drawing 4 showed the table 400 which stores the encryption key which uses each piece data group for enciphering 
and decrypting, and is provided with the area 401 which stores the consecutive numbers of a piece data group, and the 
area 402 which stores the encryption key data corresponding to the consecutive numbers. 

[0016]To the piece data group which shows the table 500 which stores the frame by which additional fee collection is 
carried out in order to refer to each piece data group, and is shown with the consecutive numbers 501, drawing 5 is 
provided with the area 502 which stores the frame by which additional fee collection is carried out, in order to refer to it. 
[0017]The area 601 which drawin g 6 shows the table 600 which stores the total of the charge amount charged at each 
data user, and stores data user ID, such as each data user's bank account number, and ID of a driver's license, The area 
602 which stores the total of the charge amount to the data come to hand and referred to from the data donor in the past 
according to a data user is formed. 

[0018]Drawing 7 and drawing 8 are flow charts which show the flow of processing of this embodiment. Hereafter, 
operation is explained according to this flow chart. First, provision data is inputted from the data input part 104 by the data 
donor side, and the range of the piece data divided and divided into piece data by the difference in the charge amount for 
reference of this is stored in the table 200 of drawing 2 (Step 701). Next, with the same charge amount, the piece data 
whose reference is attained is gathered, and it is considered as a piece data group, and stores in the table 300 of drawing 
3JStep 702). This table 300 can refer [ the data user ] now all piece data groups applicable by paying a certain surcharge. 

[0019]Here, although it is that to which it ranked with the piece data 1 and 2 and 3 - in order of the reference, and it was 
located in a line with the condition — , in order of consecutive numbers, piece data is gathered so that it may belong to the 
piece data group from which the piece data referred to this time and the piece data referred to next differ, when collecting 
as a piece data group. 

[0020]Next, the number of piece data groups and the encryption key for the same number which were carried out in this 
way and created are created by the key generation part 105 (Step 703). In this case, it is desirable for all the keys to differ. 
The encryption key group generated here is memorized by the auxiliary storage unit 108 (Step 704). Next, processing 
which enciphers the data with which a user is provided is performed. First, final charge amount enciphers the piece data 
group which should be decrypted at the end most greatly by one of the encryption keys, The consecutive numbers of the 
enciphered piece data group are stored in the consecutive-numbers storage area corresponding to the encryption key 
used this time among the piece data group consecutive-numbers storage areas 401 of the table 400 of drawing 4 (Step 
705). 

*[0021]Next, the piece data group decrypted by the decoding processing before [ one ] decrypting this piece data group, 
and the data enciphered at Step 705 are connected, and 1 set of data is created (Step 706). Step 705 enciphers the 
merge data created here with another encryption key, and the consecutive numbers of the enciphered piece data group 
are stored in the consecutive-numbers storage area corresponding to the encryption key used among the consecutive- 
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numbers storage areas 401 of the table 400 of drawing 4 this time (Step 707). Next, the piece data group further 
decrypted by the decoding processing before one more and the data enciphered at Step 707 are connected, and 1 set of 
data is created (Step 706). Henceforth, this is repeated until it finishes enciphering all the piece data groups of provision 
data (Step 708). 

[0022]For example, as shown in drawing 9 , supposing provision data is divided into the four piece data groups 901-904, at 
first, It is enciphered by the encryption key K4 with which the piece data group 904 whose reference is attained 
corresponds to the last, and next, the encryption data 904S is added to the piece data group 903 referred to one step ago, 
and it is enciphered by the encryption key K3 with which these piece data group 903 and the encryption data 904S 
correspond. 

[0023]Next, the encryption data 903S is similarly added to the piece data group 902 referred to one step ago, and it is 
enciphered by the encryption key K2 with which these piece data group 902 and the encryption data 903S correspond. 
Finally the encryption data 902S is added to the piece data group 901 referred to one step ago, and it is enciphered by the 
encryption key K2 with which these piece data group 901 and the encryption data 902S correspond. 
[0024]Thus, the provision data which encryption ended is transmitted to the computer system 102 by the side of a data 
user by the data delivery part 107 via the network 103 (Step 709). At this time, the contents of the table 200,300 of 
drawing 2 and drawing 3 are also transmitted simultaneously. The method of transmission can consider how to receive the 
transfer request beforehand and transmit [ I save at the sharable auxiliary storage unit, and have transmitted arbitrarily, 
or ] to each user individually etc. The encryption provision data transmitted to the computer system 102 by the side of a 
user and the data of the table 200,300 are memorized by the auxiliary storage unit 1 12 by the side of a data user (Step 
710). After this time, the data user can acquire now the encryption key for decrypting the piece data group of the range to 
refer to from a data donor in exchange for that price. 

[0025]Here, the example to which the range of the data which can be referred to to what has large charge amount is 
expanded one by one is explained after referring to what has small charge amount. The method of acquiring two or more 
encryption keys by one processing can be realized similarly to refer to two or more piece data groups of a fixed range from 
the start. 

[0026]First, in order to refer to the first piece data group, a data user inputs a key request SEND statement from the 
terminal unit 115, and makes a key request transmit to the data donor side via the network 103 by the key request 
transmission part 1 14 (Step 711). Under the present circumstances, with reference to the contents of the table 300 of 
drawing 3 , the ID number of the piece data group of reference hope is transmitted simultaneously. The computer system 
101 of the data donor who received the key request, The charge amount of a piece data group which received the key 
request from the table 500 of draw ing 5 is searched, and the frame is added to the present amount of the total of the total 
study storage area corresponding to the data user who transmitted the key request among the amount storage areas of 
the total of the table 600 of drawing 6 (Step 712). 

[0027]Then, the data of an encryption key when the piece data group which received the request is enciphered is 
transmitted to the data user side (Step 713). The decoding processing part 1 10 of the computer system 102 by the side of 
the data user who received encryption key data decrypts the whole code data which contains the piece data group of 
reference hope using the transmitted encryption key data (Step 714). Next, since the piece data group comprises two or 
more piece data, the data output part 1 1 1 reconstructs an order of the piece data belonging to a different piece data group 
based on the contents of the table 200,300 of drawin g 2 and drawing 3 (Step 715). 

[0028]Next, confirm whether the data output part 111 is a format in which the output of the reconstructed data is possible 
(Step 716), and when an output is not possible, . There is no data user who tried to perform this reference process in the 
stage where reference of applicable piece data is allowed. That is, from applicable piece data, it judges that the regular 
reference process to the piece data which must be referred to before has not performed yet, and a data user is notified of 
that from the terminal unit 114 (Step 718). When you wish reference of piece data applicable when a data user refers to 
the piece data in a succeedingly just order, transmission of an applicable just key request is re(Step 719) performed. The 
whole processing is ended when a data user does not have the volition which redoes processing of a just order like [ when 
it is going to refer to unjustly applicable piece data ]. 

[0029]When it is judged at Step 716 that it is the format in which an output is possible, the reconstructed data is outputted 
in the form where the utilizing method of data was balanced (Step 716). Here, when operation of the purport that the 
following piece data group is referred to further is performed by the terminal unit 114, it returns from Step 720 to Step 71 1, 
and the above processing is repeated and is performed. It can be gradually referred to one by one to the range which 
wishes the piece data group currently prepared by this into the data which a data donor provides. 

[0030]Namely, according to the table 300 of drawing 3, as a piece data group referred to first, Since the piece data 1,3,6, 
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and 7 is assigned and the piece data 2 and 4 and - are assigned as a piece data group referred to at the following stage, 
When the encryption key corresponding to regular reference stage turn is acquired and provision data is decoded with this 
encryption key, in the first reference stage 1. As a white frame shows to drawing 10, only the piece data 1, 3, 6, and 7 is 
decoded, it is outputted in the form which can be referred to to a user, and the piece data 2 and 4 is outputted in the 
following reference stage 2 in the form which can further be referred to. And in the following reference stage 3, the piece 
data 5 is outputted in the form which can further be referred to. It can be gradually referred to one by one to the range 
which wishes a piece data group by this repetition. 

[0031]However, since the piece data group 1 is not yet decoded when the encryption key corresponding to the following 
piece data group 2 tends to refer provision data with reference to the piece data group 1 to the beginning, the piece data 
group 2 cannot be decoded. Therefore, preventing decrypting piece data to refer to at a present stage, without omitting a 
re f erence process one step ago unjustly, or receiving offer of the encryption key corresponding to the reference process 
one step before a data donor can be realized easily. 

[0032]When circulating data between (Embodiment 2), next two or more users, the embodiment of a system which 
operates the circulation order is described. For example in the document exchanged in the company, such a system is 
applied, when there is a circulation thing which the manager needs to force so that a section chief may be read rather than 
a chief and reference authority ranking may read the document sequentially from the person of a higher rank namely, 
previously rather than a section chief. 

[0Q33] Drawing 1 1 shows the system configuration of this embodiment, and 801 is a network which performs data transfer. 
802 (A), 803 (B), 804 (C), 805(X), and 816 (Y) are computers which perform the same processing as the computer system 
101,102 shown in Embodiment 1. 807 is an input device which inputs the data to circulate. 808 is an auxiliary storage unit 
which memorizes two or more encryption keys, and is connected to the computer 806 (Y). It is the shared auxiliary storage 
unit which 809 memorizes code data and can be accessed from each user. 

[0034] Drawing 12 shows the composition of the code data circulated by this embodiment. 901-903 are circulating data 
referred to by different user, respectively, and it is data in which the 1st circulation candidate refers 901 , 902 is referred to 
by the 2nd circulation candidate, and 903 is referred to by the 3rd circulation candidate. 904-906 are the data enciphered 
with one encryption key, respectively, The data enciphered with the encryption key in which the 1st circulation candidate 
(for example, manager) has 904, the data enciphered with the encryption key in which the 2nd circulation candidate (for 
example, section chief) has 905, and 906 are the data enciphered with the encryption key which the 3rd circulation 
candidate (for example, chief) has. Although the structure of the code data for 3 persons was shown here, this is 
recursively [ for the circulation candidate of the arbitrary numbers ] extensible. 

[0035] Dr awin g 13 is the flow chart which showed the flow of processing of this embodiment. Hereafter, operation is 
explained according to this flow chart. First, the donor of circulating data creates the encryption key for a circulation 
candidate's number by the computer 806, and makes the auxiliary storage unit 808 memorize (Step 1001). Next, it 
transmits one encryption key at a time to each user's computers 801-804, respectively (Step 1002). 
[0036]Next, a data donor creates the data made to refer to it to each circulation candidate, and inputs into the computer 
805 from the input device 807 (Step 1003). Here, each data may differ according to a circulation candidate, and may be 
the same. It is good also as a piece data group which comprises two or more piece data in the data which one circulation 
candidate refers to. A meaning respectively ID number is assigned to each data (piece data) created here, and a piece 
data group is registered into the same table as drawin g 3 (Step 1004). 

[0037]Hereafter, each piece data group is enciphered in order based on the information on this table. Encryption 
processing is performed by the computer 806. First, the data 903 referred to at the end is enciphered with the encryption 
key which the circulation candidate who refers to it at the end has (Step 1005). The data enciphered by this is 906 of 
drawing 12 . Next, it combines with the data which the circulation candidate who refers to circulating data in public [ of this 
circulation candidate / 1 ] refers to, and said code data 906 (Step 1006). This merge data is enciphered with the 
enciphering key which the circulation candidate who refers to circulating data has in public [ 1 ] (Step 1007). The data 
enciphered by this is 905 of drawin g 12 . 

[0038]The above operation is repeatedly performed until it enciphers all the piece data groups (Step 1008). Turn of each 
encryption processing is performed by a circulation candidate's order of circulation and reverse order. The code data 
which encryption processing finished is memorized by the auxiliary storage unit 809 with the contents of the same piece 
data group table as drawin g 3 (Step 1009). 

[0039]Hereafter, decoding and reference are performed in order by the circulation candidate. First, the code data 904 is 
transmitted to the computer 802 (A) by the circulation candidate of the 1st reference authority ranking via the network 801 
from the shared auxiliary storage unit 809. Code data is decrypted with the encryption key distributed to the 1st circulation 
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candidate (for example, manager) by the computer (A) 802 (Step 1010). Next, according to the same piece data group 
table as drawing 3 , the decrypted piece data 901 is reconstructed like Embodiment 1 (Step 101 1). It confirms whether be 
the format in which the output of the reconstructed data is possible here, and if it is the format in which an output is 
impossible, the circulation candidate who performed this reference process will judge that he is not the circulation 
candidate who followed in order of the right, and will interrupt a reference process (Step 1012). 

[0040]On the contrary, if it is the format in which an output is possible, it will output in the form where the utilizing method 
of data was balanced (Step 1013). Here, when the data which the code data 905, i.e., the circulation candidate of the 
following turn, refers to is contained in the decrypted data, only the code data portion is taken out and it memorizes to the 
share auxiliary storage unit 809 (Step 1015). The processing for which each circulation candidate refers to the piece data 
group which he can refer to by decoding code data with the encryption key which he has hereafter is repeated. Processing 
is ended, when it decrypts and code data is not contained in it. 

[0041]Since it is locked by the manager's encryption key, it becomes impossible therefore, to decode circulating data, 
even if a section chief is going to decode circulating data with the encryption key assigned to itself ahead of the manager 
in the system which makes a turn system maintain and refer to it in order of the manager, a section chief, and a chief. By 
this, the turn system which refers to circulating data is certainly maintainable. 

[0042]Thus, in this embodiment, data is relayed among two or more data users, When permitting reference of piece data 
in order, decryption and the reference process of reference part data applicable by the 2nd user only after decryption and 
the reference process of reference part data applicable by the 1st data user are performed become possible. 
[0043]Therefore, offer of the encryption key for corresponding decoding to the 2nd data user from a data donor, It 
becomes possible not to be because decryption and the reference process of the 1st data user's reference part data to be 
executed, but to carry out, Since it becomes unnecessary to check execution of decryption and the reference process the 
1st data user's reference part data by the data donor side, the turn of the reference process of the 1st data user and the 
2nd data user can be checked easily. 
[0044] 

[Effect of the lnvention]The inside of the circulating data set which comprises fundamentally two or more piece data 
provided by the circulating data donor side device as mentioned above according to this invention, On condition that all 
the users who have the reference authority ranking of a higher rank rather than the user concerned are ending with 
reference, in order to enable the reference of the specific piece data of the reference authority ranking which the user of 
the circulating data user side device demands, The encryption key of the number of reference authority ranking and the 
same number which were set up to the circulating data set which comprises two or more piece data in the circulating data 
donor side device is generated or set up, As opposed to the specific piece data corresponding to [ transmit to the 
circulating data user side device, and ] one reference authority ranking, The encryption partial data set which enciphered 
all the piece data referred to by the user of the reference authority after the following ranking with the encryption key 
corresponding to the reference authority ranking is added, The processing which enciphers the data set which comprises 
these specific piece data and an encryption partial data set with the encryption key corresponding to the reference 
authority ranking concerned, The number of reference authority ranking and the number-of-times line of said acquire the 
circulating data set which enciphered the whole data set, stored this enciphered circulating data set in memory storage, 
and was stored in said memory storage in the circulating data user side device according to the demand from a circulating 
data user, Decode piece data corresponding with the encryption key corresponding to the reference authority ranking of 
the user concerned, and output in the form which a data user can refer to, and. Since the encryption piece data concerned 
was re-stored in said memory storage when encryption piece data existed in decoded piece data, When circulating data is 
relayed among two or more circulating data users and reference of circulating data is permitted in order, Only on the 
conditions on which decryption and the reference process of circulating data applicable by the data user of the reference 
authority ranking of a higher rank were performed, decryption and the reference process of circulating data applicable by 
the user of the reference authority of the following ranking become possible. Therefore, the reference reference of 
circulating data can be enabled in the turn according to the circulating data user's reference authority ranking, without 
making complicated processing by the side of a circulating data donor. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] lt is a block lineblock diagram showing a 1st embodiment of this invention. 

[Drawing 2] lt is a lineblock diagram of the registration table of piece data. 

[Drawin g 3] It is a lineblock diagram of the registration table of a piece data group. 

[Drawing 4] It is a lineblock diagram of the registration table of an encryption key. 

[Drawing 5] It is a lineblock diagram of the unit price table of a piece data group. 

[ Drawing 6]lt is a lineblock diagram of the charge amount registration table of a piece data group. 

[Drawing 7] lt is a flow chart which shows the data reference process procedure of a 1st embodiment. 

[Drawing 8] lt is a flow chart which shows a continuation of drawing 7 . 

[Drawing 9] lt is a lineblock diagram showing the example of the code data used by a 1st embodiment. 

[Drawin g 10 ]lt is a lineblock diagram of the decode data according to reference stage in a 1st embodiment. 

[Drawing 11] lt is a system configuration figure showing a 2nd embodiment of this invention. 

[Drawing 12] lt is a lineblock diagram of the code data used by a 2nd embodiment. 

[Drawing 13] lt is a flow chart which shows the data reference process procedure in a 2nd embodiment. 

[Description of Notations] 

101,102 - A computer system, 103 - A network, 104 - Data input part, 105 [ - An auxiliary storage unit, 109 / - A data 
receiving section, 1 10 / - A decoding processing part, 111 / - A data output part, 1 12 / - A key request transmission part, 
114 / - Terminal unit. ] - A key generation part, 106 - An enciphering processing part, 107 - A data delivery part, 
108,113 
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Abstract of JP20001 38667 
PROBLEM TO BE SOLVED: To reference 
circulation data in the order in response to the 
reference order of data users without making 
processing by a circulation data server 
complicated. SOLUTION: A circulation data 
server side device 101 generates 
cryptographic keys whose number is the same 
number as a reference right order number set 
to a circulation data set consisting of plurality 
of partial data, transfers the data to the device 
of a circulation data user, which adds an 
encrypted partial data set resulting from 
encrypting all partial data that are referenced 
by users with next and succeeding ranking 
reference right by cryptographic key 
corresponding to the reference right order to 
specific partial data corresponding to one 
reference right order, and conducts the 
processing encrypting a data set consisting of 
the specific partial data and the encrypted 
partial data set by using the cryptographic key 
corresponding to the reference right order for 
the same number of times as the reference 
right order number, a user side device 102 
acquires the encrypted circulation data set in 
response to a request from the user, 
demodulates the corresponding partial data by 
using the cryptographic key corresponding to 
the reference right order of the user and 
provides an output of the decoded data in a 
form that can be referenced by the data users. 
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m^rit-t h f&mi , #flBmnwifJS: tmmmT^x^- 
9 m * HF-g-ft u «i co Bg-^-ft g it £ n jit'- * m 
&ztmmw.izttm-rz> x-f ft , @nf- 

EEffglE i:ffll«t4 xf"/ytm*ct*»« 
ti- -So 

[0 0 0 8] ±E#SUJ:iiijr» «»<7>7 , -*¥UJH#n 
T*f - * £ 4»*£ U m#(~Sr>53-T-'- * *>#!K*lt nTi"* 
<t "9 5: HI SI -f ft±fio#HBftr^flIfi* 

mfiflT'-? fijffl#u i •=> tsit* #jgUB&r 
* 2 <ofijffl*t= j: o xmm-t&mmftT-- 9 oa-jft 20 

pi * w-r * 11 it -r-- ? * #?.?.-*- iitisfi, mmfem. 

& o 

[0 0 0 9] got, EJtr-*««E#j&>c>l|S2©7 v - JO 

izxb-rno z twin-* *), mi<r>-r-9mm^<D 
im»»r- 9 visftit ■ mmmnmnzr- 9&& 

[0 0 10] 

- ? co$eH&»^ & 03j»«bC;v»<> <0U'3EH L, -£<0|&U 

OEfy^fAtLt, t-fflJffl^-Ur-^ 7 7 h CO— 



#12 0 0 0- 1 3 8 6 6 7 
T V- A *#U**:^i:^^ «^**fl] ffl * U * it 
A £ffc<Of£ffl * Ift t V» 0 S it & & COT'* 

So 

[0 0 1 l] mm. ccoi o i->xf a co— *ifcjr^. 
^^-fv-X^AfllRSclll-e^So Hi t;±5^T, 1 0 1 li 

f-^jtstflwitusyxfA, i o 2\*7---9mm 

t*«tl1H(|y^fA, 1 0 3(iti-JH»->*'rA 1 0 1 
t 1 0 2 t L, -r-'- ^ *|f.iii--5) * v h 7 - ^ , 

1 0 4 I±t'- 5'agt#ffll^f>tl«i-*7'- ^ S: 
■f-^ A*SBT***o Ccot'-^X^jSTjI 0 4«, 

mi&zix&o i o 5 tiflrsH&jLJsac, io6iiefM 

co^^t^lf 1 0 7 (iWHg-ffcjaJBtt 1 

0 e-e^ft^it^-f-^Sr^y K-?103 4r^L 
T?IJffl#1iJcOftirifS->X-r A 1 0 2 U<&att-&8L3«:4T 

0 -r'- ^ EiSffi. 1 0 8 (ili^^gp 1 0 5 X-fkHZ Ztlt: 

»y*--/*E*Lr*<itabE«it«-e*4o 1 o 9 

Ii7>7 1 0 3 ifrLX&mZiXT & tc^- 9 i 

^m-fhr-9-§:mu. l l oii(fr*T'- k 

£vxm^it^z&m*'nnm-f§rimmm. i i ilia 

^flb*^T**)f). COf-?tlJS»l lBWilff^ 

[0012] i 1 2 ar-9&m%i,znL, m^-r-9 
xhmmu (vfrftmw.n^m . i l^ii-f-^aw* 

<b E* S it f - ^ * EH LTJ3 < ^fibEtt^fi, 1 

[0013] a 2 1±, t-*- ^J«tt%* s ilfiti--l> r--- ^ ^ 
#S:1lftO»»f- f Ur>#I L^Btco^gf^-r- y co^: 

■C* I? , gr>r>r'- ^^1- 3 ooftUx 'J72 0 1, 2 0 
2, 2 0 3X-mti&ZtlX^Z>o Z<F>o-tbW$\J- } )T 2 0 

1 14, fr«l2iifc&Wfi"T'- 9 IzMLXm*) MX hixtz 

i DS-^-^t&a-rs^'j r, 2 0 2 9 okm?* 
- 9 frbmmmfrr'- 9 <D%mr- 9 $ x~<n-*y -t ? b 

ttSrt&^-T^^'J T, 2 0 3l4&gPr>r'-$'cOTC#$ 

[0 0 14] a3ii, *Sttfc?g]K(:iJ«t*»^ffiUM 

r'-^^^T-'-J'^i; LrftJO^Jt^Wfl-SRSrES 
t4f-7** 3 0 0 ?:7FL, SBfr-y- ^ co j§L 
fi«tU'J7 3 Olt, »^i-*a5«"y-J'»(C-&4 
ivZUfrr- 9 <T> I DftttSHtSi'J T 3 0 2 ti 1 

^■stt'S, H 3 coflijr-ii, SP^-r-^if 1 * ? SI>5tt' 

3, 6, 7T-«l££ii£*§£co;iL#-ttgr>r> 
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[0 0 15] 04li, &Mfrr'-9W&te%r1t • fcll-it 

■tz><r>i l zm^z>B§-%mzfem-tz>7--r>\'4 o o 
u» «p«-T'-^#<ojiL#-?-S:l&«i-*i»;r4 o i 

U74 0 2 J-fliTV'lio 
[0 0 16] H5(±, &^5t^- ?P£#B?.-f 

&»fe£ft&ffl£t&ffl-t&f-7;u 5 o o £tkU jl 
Lit 5 0 1 X'm2ii2>Ufr J r'-f>mz1(tL. 
SBi-*fc*Uiftjn»&$it*«S:*&4f!|-f*i , JT5 0 2 

[0 0 17] EI6M\ 4t-f-^flJffl#U»&$^*«* 
®0^lt*^&ffl-r-&-r-V^6 0 Ofc^U S-f-^fiJ 

D«rl&itSxiJ7 6 0 1 t, jfi*U*5^T-r*- 

* ^-*fUffl*8UU -i^T 6 0 2* t E«t<btl 

[001 8 ] EI 7 i3 J: X/m 8 fi, ^te^.O&gojl 

-hu«v», »fl-*ttip!-r*. if, f- 

•f-J'A^Sni 0 4^f*fftf-y-OA£l£ ; fT<>\ -ft 
U 55-tiJ$tL^ffl553-T'-^coiEH^Ill2<07 i -7'^2 0 

out&ffl-r* (xt-/-/7oi) o -At:, racR&scu 
J; o r#BB pTtfe t & asps}-?-*- * £ i t £>r . g&fr-r- 
?WtL. a3wt-7*;i-3 0 0i:t&»ts (xt7f 
7 0 2 ) o z<r>7---?)\>Z o o t- J; •r-$'?iJffi# 
(±, Sr^tt^ CkCJ:oTRit**»r 

[ooi9] ;;t% »55-f'-^(i, 

f-*l, 2, 3—, -tv^^CjlLS-^JHUa^ 
Ul±, 4-@#P.B L^SCft-T--- ? t *(-#?Bf &gr>53-ir- 

[0 0 2 0] ^wi-jCLtML^f-? 
Uf7 7"7 0 3) o w«0J*£\ fetoa^SioTV 1 
ffiftSHS 1 0 8 KffifgSft* UrW7 0 4) o -A 

-7*^4 0 0<7)Sr>55-r'-5'PiIL#-^t&^^ , JT4 0 1 

Tic, Bf^tLfcffi$^-*SSO»L#^£t&ffl-f £ 
( X f y 7" 7 0 5 ) „ 

[0 0 2 1 ] CO»*-r'-J'»S:«-9-fbi--5 
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-Z7 0 5T-B^LL£^--?t £gf§LTl&0-r-* 

•frf-**, XT7 7-7 0 5(±8ljora-§-HfBt-5HfcU 
1114 07^-7*^4 0 0OjIL#-^1 : &*^ , JT4 01<0i 

f77 , 7 0 7) o -ti:, £ f>t:4 7 l ■offi<ni$.-%-imm 
Vl$L^it £ ft-SSBfrT'- * if £ , X x y -7* 7 0 7 T-flf -Si- 
ft L ^- * * »tt L T 1 &<0 * * ffe £ 
;o r y 7 7 0 6 ) . tl[!# , C ft SritftT'- * O^rfflSfrf - 
*»£F«*ftU*fe4 (Xf7 77 0 

8) o 

[0 0 2 2] ffl£(±\ 0 9 UTfi-f X 7 1-4 ocoSP^-r- 
*if901-904 (CttfltT-'- * * f »fiJ $ ft £ t -r £ 
fc, ftl*U#BBnTffit^-5)Sr ) «-r'-^P9 0 4 

tf ? ttl£.f -S>Bf^«K4 UJ-oTBf-iHbSft, 
■f-ftT"-- 7 9 0 4 Si'l SFaf^(C#BB $ ft*^^- jr 
if 9 0 3 UilfcnSft, ^.ft-aSP«-r-^P9 0 3 tBg-^ 
ffcr'-* 9 0 4 S trtWfc-f £Ff§-5§-ttK 3 Ulotlf 
20 -ftSft&o 

[0 0 2 3] l^»i:LT, 9 0 3 S 

* ? ieFgHfJt:#BB?ft-&a-^T'-?^9 0 2 {CilflDS 
ft, «lft<c>S553-f'-^P9 0 2 t Bf-f-fkr-'- * 9 0 3 S 

fc, ITff-^ffcT'- 9 9 0 2 S**iaBi»U#SH*ft*a5fl' 
r-f>m 9 0 1 'CjSSDSft, CftfbSBfrT'-y-i* 9 0 1 
fc mF-S-ft-f - ? 9 0 2 St Mtlo-t- ^> R^ft K2i:io 

rnt-?-ft$ft*c 

[0024] CO«to«c L TBf -SHbrt^T L fcfttt-f - 
iO JMi, -r*-^ie^gPl 0 7i:ioT7>yh7-?103 
*'frLTT'-^'fiJffl#HOtHt«->X-rA 1 0 2 UiKj* 
Sft-S (Xf77 , 7 0 9) o w<0B#, fB]BttCia2i3J:a i ' 
13rof-7** 2 0 0, 3 0 0«rtlteS$il4, <E 

BtH#l8ivXfi l o 2 ura£3iifcr*fri5-{fci!tt 
f- i LF-r - Til 2 0 0, 3 0 0 Of- 9 [tT- 9 

mm%\m<r>nmm.$iw. 1 1 2utE*$ft4 (^-^ 

40 7 1 0) „ z<r>m.^MB(t, ■r'-^flJffl#i±#.BBL/cv» 

[0 0 2 5] Ilfli, ft-feH<0/h$v>4O*#re^, 
li^HO A # i/ » t <0-^ t #BBT- # f-*- ^ OiEH 5r 

s-f--^p£!tei6^<b#BSL7t:t^ J |^-(± v i nostg-e 

50 [0 0 2 6] i-f, fttJOOgp^T-'- 9W*^W-t*>tztb 
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M<fr^£/v*JU H'J S-^x HtHfSEl 1 4 i:iotl- 
•y h7-*l 0 3 £^LT7-*itftt:&ffit;ft'; 
b SriMfS (Xr-yV? 1 1) 0 d«9P£, B3«f 
-7*;W3 0 Ocoi*]§£#bbu #?B#S<7)gr>5?-T'- 

T---^Jtf*#coit»1t->^-rA 1 0 1 (4, E]5<7)-r-r 
*5 0 0ii"bi'J}'xx h^$(tfcSC55-T--?i¥<75lS^ 

Mi'JTOHi'J ?^X >^iHgL7tr---^flJffl^iC 

( X -r y -f 7 1 2 ) 0 

10 0 2 7] ttvt, U*JtXh«rftltfc*»^'-*» 

(X7 7 7*7 1 3) o «f-f-*-y-^S:*fllLfc-f 

- *fUffl*fflOfi-*«->Xf-A 1 0 2 OflW-ffcttJl* 1 

i 0(4, (Ea?itr*«:«f*ai'f-^*fflv»rif»a#a 

T7-/714) o •T-i'tfJTjS&l 1 1(4, »*T' 

- 9 W-fi t Wk<?>M»7 r - 9frbtfL-?r^2><r>-c\ m%z> 

IKH 3^7^-7*^ 2 0 0, 3 0 0 C0|*I#^7Cl-W«^i" 
4 ( X t- y 7' 7 1 5 ) o 

[0028] ;*t-, r-9&DUi i i (4, »il$n 
timfrLT^a^tnmL, 1 1 4^ 

c 3 r'-5'fl]ffl#«Cii*ni-4 (Xx-y/7 18) „ tu 
•f - 9 fij JH*j&*3 I # tt S lES * W«fCO««"f - * <0# 
miftn Ztlz£-3XWiM-tZ>&frr , -9 <d#bb £#3 

Llt-f (Xf-y/7 1 9) o ^lEimM-rZWfrT'-f 

[0 0 2 9] t Uf7-/7 1 6X~&t)'°Ii&%:y 

7 16) „ $c.(c^O«fl-f-*#S:#!Hi-4 
&o»fW§*2lffil 1 4-efir*>iifc»*(l, x-r y-7* 
7 2 0 3&»<b X t- y 7* 7 1 1 i:l *) , W±<0 S0:31*aiig L 
fii. -HxicJ: f-yftgtf^JIfttif-yti: 
ffl*$4xTv»4»»7*-i'»*#ai-*«EB*-ca»fi«I 
(:«S-^#P.B1- set ^-e $ h o 

[0 0 3 0] 1-fc*>*>, |3 0f-7^3 0 0 let it 
If, **IU#HSSii*«»7*-*» t LT, SB^t'-* 



(6) #12 0 0 0- 1 3 8 6 6 7 

70 

1, 3, 6, l-hm^^XhixXte*) , &<OgP8l-#.ra 
Sit&SBfl-r'- LTST^-7-'- * 2 , 4 , -7$>#J *J 

£\ fttO<0#BB.SFg 1 T-14, H 1 0 ue^-eft i -7 
\Z,U#r-9\, 3. 6, 1 (T)h.if\%.^^iXX^m^ 

^ L"C, *0#SHftHf 3 t (±Sr»5r^*- ^ 5 feCftnj 

^ #ai- 4 tea * -caww t-«Kfc*!B-r 4 - t 

[0 0 3 1 ] Lri>U 

^ #BB LiHL Jt»^-» SP^-7-- jr if 1 73 ? */i?g-t $ 

4v^ 0 {z£cT, lSKt!TO#BBai3aSr7FiEt-*B&L, * 
4^(47- 9tm%frh 1 S^<0#B?.a3SU*=fIc-+4 

[oo32] (*teff^, 2 ) aanfiffltonif 
u sft m -t z> €- W: & *> & m st m & m # u a ffl + 4 » 

[0 0 3 3] 111 1 14, 

50 -f^<7)T**»), 8 0 1 (4 t'- fH * y h7-7 
T-*4o 8 0 2 (A) , 8 0 3 (B) , 8 0 4 (C) , 
8 0 5 (X) , 8 1 6 (Y) ItmMMBl l-mttzftg. 

ftyxtAioi, i o 2 tmu^mi^^nunx- 

8 0 7 I±@tt4 f - r 4 A*t4 AAStf* 
4o 8 0 8li«ftOlt#tt*EttLTi3<MtteSilt« 
T-*»), ft#H8 0 6 (Y) i:SSt?il.tv>4 a 80 9 
(4Bg-f-7*-^^fEHL, &mm%frb7 9-bX-T^Zt 

&^m%#m2i-itcnmmmmx*>z, 0 

[0 0 3 4] HI 2 (4, **ttJBSR-CH!tSii4B«-7» 
40 -^0^)S^7FLrv^ 0 9 0 1 - 9 0 3(i*4'£fJffl 
fCi o r-€-n-rit#BB ^ ^4 UK •r'- ? t?* ^ , 9 0 
1 (4 1 #g<73HH*tSt#, 9 0 2 (4 2#B<75[5]f|*j-jl 
9 0 3(43#§OlHlK*t*#UJ:oT#H?,$ii47' 

-yt-abSo 904-90 eit-tix^ixim^m^rmx 

Hf-^-fk $ 7 , -9Xi>n, 9 0 4 (4 11= a <750 K*f ^ 

^, 9 0 5I4 2#1O0!I*#*# (tajx.14*, lift) 73 f t# 
oBff^ai-eKF-^fbSit^T'-i', 9 0 6i43#§cO0K 
(Wx.i4\ 7j f ^oBt^T-Bf-f"ft$iT.^7' 
50 -9X'hZ,<, Afr<Otg-fjr7'-9<r>W&imL 



11 

[0035] Butt, -^m.mwM<r>^M<r> : mxi7^L 
fc7D-ft- K-*4o JUT, :o7n-ff-n: 

MJttfBtt^g 8 0 8 i:BftS*4 (Xfy/ioo 
1) c lM«*r-e-ii-ritl oo'o£.5pjffl#<oft# 

It 8 0 1 - 8 0 4 tC<Eii-f & Uf"^1 0 0 2) . 

[0036] ^kizT'-rtmmii&mmim^i-^wz 

£fNtL, A71i£B8 0 7 8 0 5 

UA2j1--2> (Xf v 7'1 0 0 3 ) „ i -IT, 9 1± 

£ v >„ * fc, 1 AOS R*t -5 * £ ISSfc 

4- I D#-*&«£§T, H3 tra«Ox-7*;K-a5i5-f'- 
^ffcOgStfcff 0 (XT7-/1 0 0 4) o 
[0 0 3 7] JUT, •lcO:r-7*7KOlf$|5£g.U > 

8 0 6T-HfrStl.£o i-f, WcfelZ&m.ZtlZr'- 9 9 

o 3 **«c#BR-r*ia»4tft#o«foi»^ait?^ffc 

-f£ (Xf 7 7'l 0 0 5) o .HUz.fcoTBf-S-'ffcSiifc 
t-*-^t5 s H11 2<0 9 0 6X&Z> 0 COBB**** 

co i Aifruiaft-f - ? * a® * 

•f- * t^ieBf-^-T-*- * 9 0 6 tftA&MI. (*T- y 

7-ioo6) „ ;«a^f-n i aiwi-hiit'-* 

77^1 0 0 7) o CitUioTBg-f-fbSttfjT'-^^ 
HI 2 CO 9 0 5 -C* £ „ 
[0 0 3 8] J.JL±0*^4r^T0afl"f'-^»«:Wr^ft 

■tz>iX'm&L$k?f-t-z> (xf; 7*1 o o s) o #«-§■ 
•?>o w-f-'fbfitaco^toofce-ii-T'-^iiias tiHi^cosc 

«-7 w -^»7—7'*OrtSt*UliJttE«««8 0 9 U 
fEmSft* (^-r y 7-1 0 0 9) o 
[0 0 3 9] JUT, SK*tft#UioT«#l-«-» 

a#«cJ;oT, #*S*tfcttJftE«8tt8 0 9*»e>WF-9- 
f-HO 4rt**y h 7-^7 8 0 1 &5>LTitHl5£8 0 
2 (A) it#l$ (A) S0 2T-1#§CO 

B1t*t*# (taJ^lfSGft) UE*$ixfc«f*»UJ:o-C 

ffr*r-9ZlSLWt+& Uf77-i o i o) o -Au, 
[213 £im*co^7^-*iff--7';M^v>, «-SHb£ft 
HOI 1 
(Xf77-1 011), ZZX\ WffigZivfzr'- 9rf 
tb^BTffi^7 + --7y K^4*t'ii'^fx7 9 L, 
tB^jT"BTiig47 *--7 y h-e*mf, C<0#BBJB : aS:* 
=ff L H ***** (± jE L ^Hff U i£ o H E4+ft* "C (± 
iv^flJffifL, #BB.i!ia^4 l H}fi"-5> Uf77"l 0 1 
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2) o 

[0040] m~, mtfsj^y h-c^ntf, 

f - * cofiJffl7j£ izfL&o fzMX'&Jj-tZ (Xt- y 7"l 
o i 3) o ::t% f!#ffcSixfe7 tf -^o«t>u«s-§-7'- 

* 9 0 5l"4^7^;AcO)iS#co[lK***#7!i ? #BB-r^T-'- 
* 7» ? #i fix n * J*#(± , -?- coBf-f-T'- ? flsfl-rtfit £ Jfr 
I) tH U **MftbK#.^* 8 0 9 ClEtti"* (Xf v f 
10 15) o JUT, &®K**m*77 f e7r7moTv^Bf 

x* <r> tf \z Bf -i§- f - * i ix x v 1 ^m^t^m & **• 

[0 0 4 1 ] f£oT, HR-y-ySrffift, IIS, £tt<0 
mt-HI^J 4 L T#?H $ -> x -r A (I J3 t>T (i, 

if ft «t o *n g # usu 0 a r 4) n * Bg-^n ic 
mmzmw -t z>zttfx&z> 0 

20 [0 0 4 2] CO«to(C^:||j&ff^UiJV»T(±, Mo 
7=*- ??IJJB#|Sj-C-f - » $r U ? CO 

mmz&fBi-tzmiz, mi<r>^-'-9mm^iza^xmM 

[0 0 4 3] lot, t'- 2 Ot'-*?IJ 
ffl#^o**iDi-&«-^-co^*i>coi«-f-^coj|fit(i, *ico 

50 i co-r- yfijffl#<o#sa«»T»- * cofi^-fb • #MMa 

*e>, » i <r>7--9nmmtm 2 «?- rmm^mwM 
a com* * n jh ic «b+ * - 1 # s . 

[0 0 4 4] 

[l&Bflcoa*] JUJi<OJ:t t^f&WtCtnif, 
7rT'-^^f 5 )S^.llK7 i '- ^*^-co-j ESIf'-^flJ 

ffl#«s«ofijffl«-*»s*-r*t?jifliBi*te«>«Fjto« 
40 &£x<r>mm%fimm<£&x$>2>z t z&mz^mm 

&fr^-9frh&&m%7 r - 9&&lZttLXl9ijE.2i-Ltz 

mwmRm&&tmftotfg-^m£&.mitziitk<£L, ® 
nr- fmm^m&mz&mLxte # , 1 oo#jb«ir 

«tt»;*tl6 L fl-T*- y (Zi* L, ^HHSJUP^co 
#BBft|!^oflJffl#r-#B8i-^^:TC0Sr ) 7}-7'- ^ ?r^-co# 
BBfinraif]! i : **£.-*- 4 MHHI t*af ^-f b L ^ t> r 

- 9 m& i jlJjD L , C it <b ifc^cog&frf - * t Bg-^-fbST) 
5x7 - ^ 1 *» ib *4 t"' ? ^^^aiS#.BB.tiPR«Ifi 
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m * ff^ t-m * -t * t # u „ «■» l t - * + u b& 
[Hi] $^»si««iif^^rD7?iti 20 

[0 2] «T^^-^O«^-r-^C0fll«:llT-*^o 
[[3 3] SBi^^-^Boas^-^oWflca-cab^o 
[Hi 4] n»*fto«Sx--r^o«*ia-e**o 
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[E9 5] »»f'-^*OJ|L§lif--7 p ^O**BI"C*4o 

lie] wfrr-tmntmm&MT-^frvmtizmT 

[0 7] * 1 ro^fi^f- * #MM31^« £ jpt 7 
[08] @7<?)ii igt7n-ft- h-e*-s 0 

[0 9] & i o^jgff^-e^ffl-r&Bt-f-f--- t>ff>m*m 
[0io] * i <ommrMi-&ifzm?mm%i<r>is.^r 

[011] *5feWO»2<0**»».4r^+->X7 t A««; 

[012] »2w*«i»»-efEffli-4iifr§"y-^«>»ift 
[013] m2<ommfmi~mf^r r -9^m^km^m 

[ft-f-OtfclB] 

10 1, 1 0 2—W-|MSv*-r A, 10 3-7-7F7- 
1 0 4—7'--* XtlW, 10 5— m±fSM. 106 
-«F-*ft&3», 1 0 7-T'-*Ei£tt, 10 8, 11 
3 -»Sb5E1S^fi, 1 0 9—f'-*£flMP, 1 1 0H1 
fffc*l», 1 1 1— T-*ai*>»5, 1 1 2-t'J?x 
X hiiliSP, 1 1 4-**H«o 
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